(Instagrém Top Tips for Parents & Carers <7 &

RESTRICT DIRECT MESSAGES

If your child receives a message from somebody they do not
know, encourage them not to accept their message request
and ‘block’ this person; this is the only way to stop them
messaging your child again. Children can also "tap and hold’
the individual message to report it directly to Instagram as
well as reporting the account itself.

LOOKOUT FOR#ADS

In 2019, the UK’s Competition and Markets Authority
launched an investigation into celebrities who were posting
adverts on sodal media and not declaring that they were
paid for. Influencers must clearly state that they have been
paid for their posts, for example using a hashtag like #ad or
#sponsored. Teach your child to look out for the signs of a
paid post/advert and discuss with them that not everything
they see from celebrities is their personal choice and
opinion.

MANAGE NEGATIVE INTERACTIONS

If your child is receiving unwanted or negative comments,
they can block that account so that they can’t interact with
them. This stops them seeing and commenting on their
posts, stories and live broadcasts. In addition, your child can
instantlfyfdelete unwanted comments from their posts, turn
them off completely and control who can tag and mention
them in comments, captions or stories, from everyone, only
people they follow, or no one at all.

MANAGE DIGITALWELLBEING

Instagram now has an in-built activity dashboard that allows
users to monitor and control how much time they spend on
the app. Users can add a ‘daily reminder'to set a limit on how
much time they want to spend on Instagram, prompting
them to consider if its been too long. In addition, once users
have caught up with all the previous posts since they last
logged on, they’ll receive a"You've completely caught up’
message. Both features can help you have a conversation
with your child about how much time they are spending on
the app and to set healthy time limits.

PROTECT PERSONAL INFORMATION

Your child may unknowingly give away personal
information on their profile or in their live streams. Talk to
them about what their personal information is and make

sure that they do not disclose anything, including their
location, to anyone during a livestream, comment, direct
message or any other tool for communication on the
platform, even to their friends.

USE A PRIVATE ACCOUNT

By default, any image or video your child uploads to
Instagram is visible to anyone. A private account means that
you have to approve a request if somebody wants to follow

you and only people you approve will see your posts and
videos. Children should also use a secure password and
enable a two-factor authentication to add an extra layer of
security to their account.

FILTERINAPPROPRIATE COMMENTS

Instagram has an ‘anti-bullying’ filter, which hides comments
relating to a person’s a lppeara nce or character, as well as
threats fo a person's wellbeing or health. The filter will also
alert Instagram to repeated problems so that they can take
action against the user if necessary. This is an automatic filter,
which should always be enabled. Children can also report
abusive behaviour or inappropriate/offensive material
directly to Instagram from the app. This includes posts,
comments and accounts.

TURN OFF SHARING

Even though this feature will not stop people from taking
screenshots, it will stop others being able to directly share
photos and videos from a story as a message to another
user. This feature can be turned off in the settings. We also
recommend turning off the feature which automatically
shares photos and videos from a story to a Facebook
account.

REMOVE PAYMENT METHODS

If you are happy for your child to have a card associated
with their Instagram account, we suggest adding a PIN
which needs to be entered before making a payment; this
will also helpclarevent unauthorised purchases. This can be
added in the payment settings tab.

DON'T FORGET TO BE VIGILANT & TALKTO
YOUR CHILD ABOUT THEIR ONLINE ACTIVITIES!
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Advise your child not to engage with any message that looks suspicious or too good
to be true. When your child receives a message from an unknown number for the
first time, they will be given the option to report that number as spam. They can also
report a contact or a group as spam by tapping on the contact or group name to
open their profile and scrolling down to ‘report spam’.

Create a Safe Profile

Even though someone would need your child’s phone number to add them as a contact,
as an extra precaution it's worth altering your young one's profile settings to restrict who
can see their photo and status. The options are ‘everyone’, ‘my contacts’ and ‘nobody.’
Choosing one of the latter two ensures their profile is protected.

We at CAEA will be holding our regular
internet safety meeting on March 3" at
the school between 6 and 7pm.

This term we are particularly concerned
about your child’s digital reputation.

This term there have been a few issues
with Instagram and Whatsapp so | have
included a few tips to help you help us
to keep your children safe online.

. Whatsapp ‘Advice for Parents & Carers
Report Potential Scams ’ \

Explain about Blocking

If your child receives spam or offensive messages, calls or files from a contact, they
should block them. Communication from a blocked contact won't show up on their
device and stays undelivered. Blocking someone does not remove them from your
child’s contact list — they would also need to be deleted from the device's address
book. The option to block someone is on their contact info screen.

Leave a Group

If your child is part of a group chat that makes them feel uncomfortable, or has
been added to a group that they no longer want to be part of, show them how
to use the group’s settings to leave. If someone exits a group, the admin can
add them back in once; if they leave a second time, it is permanent.

Use Location Features Sparingly

If your child needs to use ‘live location’ to show you or their friends where they are,
advise them to share their location only for as long as they need to. WhatsApp gives
‘live location’ options of 15 minutes, one hour or eight hours. However, your child can
manually choose to stop sharing their position at any time.

Delete Accidental Messages

If your child has posted a message in the wrong chat or sent a message that they
immediately regret, they can delete it. Tap and hold on the message, choose ‘delete’ and
then ‘delete for everyone.’ WhatsApp allows seven minutes to delete a message after it's
sent - but it's important to remember that recipients may have seen (and taken a
screenshot of) a message before it was deleted.

Fact-Check Messages

You can now fact-check messages that have been forwarded at least five times in WhatsApp, by double-tapping the magnifying glass icon to the right of the message. From there, your
child canlaunch a Google search and decide for themselves whether the message was accurate or not. It's a good way to encourage young people to question things they see online.




