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25 September 2023

Dear Parents/Carers,

As you are aware at CAEA we take online safety very seriously. As your child is likely to spend time online,
and this can be full of positives, we must also be aware that child sexual offenders may use online platforms
to target children.

Attached is a useful guide with important information on how you can keep your child safe online.

Kind regards,

Sam Wright

SENCo /DSL
Head of School, Centre Academy London: Head of School, Centre Academy East Anglia:
Ms Kas Lee-Douglas BSc (Hons), PG Cert SENDCo, Mrs Lisa Gilbert BA (DIST), PG Cert SENCO, PAPPA

PG Cert SpLD (Dyslexia)
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End-to-end encryption and

keeping vour child safe online:
A guide for parents and carers
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Your child likely spends time online,
and this can be full of positives, but we
must also be aware that child sexual
offenders may use online platforms

to target children.

As many as 850,000 people ]
in the UK could pose a sexual
threat to your child, either
through online or in-person
abuse.! Recent reports from the -
Internet Watch Foundation (IWF) 4

show the fastest-growing age group

appearing in online child sexual abuse imagery

is 7 to 10 year olds. IWF data also shows prevalence
of the most severe forms of online child sexual abuse
have more than doublad since 20202
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Social media companies have a responsibility to keap
your children safe when using their platforms by
ensuring harmful messages and content, and people
seeking to cause them harm are identified and reported
to law enforcement.

The UK government is proposing new legislation to
tackle child sexual abuse online, including removing
and reporting child sexual abuse content. Companies
could face enforcement action, such as a fine, if they do
not comply with the rules. But parents can help too, as
legislation is just one way to help keep your children
safe online.

What is end-to-end encryption?

Technology companies currently use encryption
positively to keep your bank transactions and online
purchases safe and secure. Encryption has many

other uses throughout everyday life, but some social
media companies are now proposing to use, or are
currently using, end-to-end encryption (E2EE) in private
messaging applications and on their websites.

EZEE s a technology that messaging platforms can use
which means messages are only seen by the sender
and recelver. This is already present on platforms such
as WhatsApp and Signal.

Recently, many social media companies have
announced plans to roll out E2EE on their messaging
services, including Facebook Messenger and
Instagram Direct.

E2EE overrides controls that help to keep your children
safe and potentially poses a huge risk.

Dioes EZEE pose a danger to my child?

EZEE is being introduced by social media companies
to enhance privacy for their users - but if this is done
without putting the necassary child safety measures in
place, it could pose a risk.

At the moment, social media companies scan their
platforms to find and report child sexual abuse
material (such as images, videos, and grooming
conversations) to law enforcement, so that
abusers are arrested, and children are protected.

If E2EE s rolled out widely without necessary child
safety measures, social media companies will no longer
be able to find and report child sexual abuse matorial
in the same way. it will make it harder for sodal media
companies and law enforcement to detect child sax
abusers who are looking to manipulate, groom, and
soxually abuse potential victims. Crucially, it will mean
that social media companies will be unable to detect
and prevent the spread of images and videos of child
sexual abuse within encrypted messaging services.

Currently, the information that social media companies
give to UK law enforcement contributes to over 800
arrests of suspected child sexual abusers every month,
resulting in nearly 1,200 children being protected from
chiild sexual abuse.?
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What can be done by aocial media companisa
to keep thelr platforms safey

Itis pr=sible for social media companies to kee s their
platfarms sate 1or children, wihilst alse protecting
peivaey - it should ot e 2 choice betwesn the b,

lechanlogy ruists that can detedt Chile soxlal abusa
matesial even it E2EE has been rolled et on a
messaging ar sncial media platform, Comaanies ame
rmahi-g a decizicn not to explore or invest in thase
techwnlagiss. These docmions hawe real-life irmpaets
for children.

DralecLing child sexual abuse material is similarto
detecting wirtges Onvow compuler. Aslivrus soltware
perfuriny automatic checks on your device for vifuses
ar aacmful content o keea aur personal infor madion
uefe. The software will either notify you that the
content iz harmfol or (enigee il lor you.

Technolomy exists 1hat veouls wirk ina sicnilar wayr to
identity images and videos of child saxpal abuze while
mairtaining privacy,

social media campaties have & respansibility Lo work,
wikh UK Government, stakehplders and charities and
inynst in these Becanalogies to Doild a salution Tor heir
plattorms thit keeps childien safe,

What ¢an I da to help keep my child
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Online grooming or tactics uan ey rhild sogual ahusors
are not abways ciasy Lo spot. It is imponane te talk

to children aboit these hehaviours and make sure

Ly hriow Lhey have a safe olace ba turn if they are
cancerned or fing themeeligs cvposed o Traarming ar
sexual abuse.

With the i:nplementation of
LILL, rost child semual abuse
ceeritent will 2a undetected.
Mo ane will ke able le see
thoze that sask Lo target,
groam and sexually abuse
children online.
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Childran may not kaow 113t they ase peng sexudlly
abwuserl and eaploited ax child sexual abusers use a
range 0F aguse and manigukation Lechnigues, such as
prosin g g children online.

Whilst itis up to sgcial media opripan’es to ENSUR
1hieir oenling spaces ane safe, Lhere are some actions
parants and carars cam take to keep e clrldeen as
safe as passiale ealine,

Head of School, Centre Academy London:
Ms Kas Lee-Douglas BSc (Hons), PG Cert SENDCo,
PG Cert SpLD (Dyslexia)

The TALK acronymn breaks these stens inte fou s main
areas. The key 15 Loostarl nowe whiether your child has
bin using the internet indeperndencly for 2 while, o
they are aboys to pet their first mobile pkone, itis not
Loedr Lot B La ko Lliade STaps,

Talk to your child about
onllng caxuyal abwuse, Start the
comversation and listen to
their concerns,

Aeree ground rulbes about
the way vou use techtiology
ac 3 family.

Lerarn aboul the platforms and
apps yaur child loves. Take an
lbesrerst b thele cnllie Life,

Know how to use togls, apps
and setlings that can help to
keep vour child safe cnline,

For supnert on havieg these coawersatians wsit
Lok EWTorguk

Addibicnal suppest lor you and your chuld
I yau ghink & <hild iz in immediste ganger, phang G

If wou Aase any coneer 15 1bout a child's safety or
wiell-b=ing, contact the MEFCC Hel2line on @08 400

000 or email help@nspreorduk

It you are concerned aboul a ch ld or young

nergen, find oot hewe 1o reosact their Locat chilzren's
scrial cRre LEam at

s gow.u ke pert-child -abuse-te-l ocal -cowngil

11 yun e woriesd aboul online sexual abuse ar
grooming of under 18-year-alds, yo can repart it ta
tve Naotional Crine sgency’s CECP Salely Centre at
wcrn pprdice. k) sataty-centre

Fer furthar adwice tharc are a number of erganisations
thal can help, wisit the Internet Watch Foundalivn
wobssile [ur delails: Latk whorguksadditional- helo
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